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2 START PAGE

1 Introduction

This reference guide explains in detail all the features and settings of DJIGZO
for Android. This guide assumes that DJIGZO for Android has already been
installed and that the setup wizard has already been run. See the DJIGZO for
Android Quick Install Guide for installation instructions.

Features: DJIGZO for Android has the following features:
» Encryption and digital signing with S/MIME 3.1 (X.509, RFC 3280).
» Can be used with the Android Gmail application.

» Compatible with existing S/MIME clients (like Outlook, Lotus Notes, Thun-
derbird etc.)

» Message body and attachments are encrypted.
* HTML email support.
« Certificates are automatically extracted from incoming email.

« Certificate revocation lists (CRLs) are automatically downloaded (LDAP
and HTTP).

« Certificate trust lists (CTLs) can be used to black or white-list certificates.
» External LDAP servers can be queried for new certificates.

» Can generate self-signed certificates for a “private-PKI”.

2 Start page

The DJIGZO start page contains the following items (see figure 1):
« Compose message
* Certificates & Keys
* Root certificates
* CRLs
+ CTLs
 Search certificates
* Settings

The main menu of the start page (which will be viewed when the menu button
is pressed) contains some extra functionality (see figure 2). The next chapters
will explain in detail all the relevant functionality.

Note the chapters are not necessarily in the same order as the main page
menu items.



2 START PAGE
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Figure 1: Start page
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Figure 2: Start page - menu




3 CERTIFICATES & KEYS

3 Certificates & Keys

All the end-user and intermediate certificates and their associated private keys
are stored in the Certificate & Keys store (see figure 3). When the Certificate &
Keys page is opened, all the visible certificates in the store are PKIl validated,
i.e., the certificates are checked to see whether they are valid, not revoked, not
expired etc. The different certificate status types can be seen in figure 12. If a
certificate has an associated private key, a key icon is visible for the certificate
entry.

The email addresses for which the certificate is issued, the subject of the
certificate and the issuer of the certificate are shown. The certificate details
page, for example to get more information why a certificate is not valid, can be
opened by clicking the certificate entry or by opening the context menu (using
a long click) and then select Details from the context menu.

AN & 9:29 am

Intermediate and end user
certificates (57)

§=

o SN
NS -

Import keys Import certificates

Figure 3: Certificates & Keys

(Y] v = &

(a) Unknown (b) Invalid  (c) Revoked  (d) Valid

Figure 4: Certificate status types

3.1 Certificate details

The certificate details page shows more information about the certificate (see
figure 5). If a certificate is valid, for example the certificate is not issued by a
trusted root, the certificate details page provides information why the certificate
is not valid. The menu options contain the following menu items: a) Export
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key; b) Export certificate; ¢) Export certificate chain; and d) Copy details to
clipboard.

AN @ 9:30 am

L test@example.com ,test@ ple.com
Subject:
NH,L=Amsterdam,CN=md5 Hash,

NH,L=Amsterdam,CN=MITM Test CA,

Serial nur
115FD1392A8FFO7AAT27558FA50B262

Export key Export certificate

Y

=l R

Export certificate chain Copy details to clipboard

Figure 5: Certificates & Keys

Export key With the Export key option, the certificate and private key can
be exported to a password protected .pfx file. The Export key option is only
enabled if the certificate entry has an associated private key.

Export certificate With the Export certificate option, a certificate can be ex-
ported to a .cer file.

Export certificate chain With the Export certificate chain, the complete cer-
tificate chain, i.e., the end-user and all certificate up to the root, can be exported
to a .p7bfile. The Export certificate chain option is only enabled if the certificate
chain is available.

Copy details to clipboard With the Copy details to clipboard, all the certifi-
cate details will be copied to the clipboard. This can be helpful for example
when the certificate details need to be emailed.

3.2 Import keys

With the Import keys menu option, certificates and their associated private keys
can be imported into the Certificates & Keys store (see figure 6). With the
Browse button, a password protected .pfx file can be selected for import. Since
a .pfx file can contain multiple certificates and keys, a progress dialog is shown
while importing the .pfx file (see figure 6).
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BN @ 7:325m

Wait while importing...

(S

Figure 6: Import keys

3.3 Import certificates

With the Import certificates menu option, certificates can be imported into the
Certificates & Keys store (see figure 7). The store to import to is set to certifi-
cates if the import was started from the Certificates & Keys store and cannot
be changed. If the import was started from the Root certificates store, root will
be selected.

AN @ 9:26em

| Browse...

Import Certificates

Figure 7: Import certificates
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4 Root certificates

The Root certificates store contains the trusted certificate authorities (CAs).
Only certificates can be imported into the root store.

5 CRLs

The CRLs store contains all the downloaded and imported Certificate Revoca-
tion Lists (CRLSs) (see figure 8). CRL details can be viewed by clicking the CRL
entry. The context menu (activated with a long click) allows you to delete the
CRL entry.

M@ 9:32.am

Certificate Revocation Lists
(CRLs)

Download CRLs Import CRLs

Figure 8: CRLs

Download CRLs Certificates sometimes contain URLs from which a CRL
can be downloaded (the so called CRL distribution points). When the Down-
load CRLs menu option is clicked (see figure 8), all the certificates from the
certificate and root store are scanned for any CRL distribution points and the
CRLs are downloaded. Sometimes CRLs can be very large in size, often too
large to be handled by an Android application. If a CRL is larger than the max
CRL size, default set at 1MB (see CRL settings), the CRL is skipped.

Note: Downloading a large number of CRLs can consume a lot of bandwidth.
It's therefore advised to only download CRLs via WIFI.

Import CRLs CRLs can be manually imported via the Import CRLs page.
This allows you to use a CRL when the certificate does not contain a CRL
distribution point or when the CRL distribution point cannot be accessed from
the Android device.
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5.1 CRL details

The CRL details (see figure 9) can be viewed by single clicking the CRL entry,
or by selecting Details from the context menu.

Al @ 10:46em

status @

Issuer:

O=Cybertrust\, Inc,CN=Cybertrust Global Root
This u

Fri Apr :00 GMT+02:00 2011

Next update:

FriJul 15 14:00:00 GMT+02:00 2011

CRL number:

17

Thumbprint:
09B48. FFCBASCFO3CBD3
794E

Figure 9: CRL details

6 CTLs

A Certificate Trust List (CTL) is a list of certificates (to be precise, a list of
certificate thumbprints) which are explicitly trusted (white listed) or explicitly
distrusted (black listed). The administrator can manually add or remove certifi-
cates to the Certificate Trust List. In most cases PKI is sufficient for deciding
whether or not a certificate is valid. Sometimes however, the administrator
needs more control over this automatic process. Some examples when a CTL
can be helpful:

a) A certificate should no longer be used because it was compromised but the
certificate issuer does not have a CRL. In this case the user can black list the
certificate.

b) A certificate is not valid because the root is missing. The user however
knows that the certificate is valid (for example the thumbprint has been checked
over the phone). After white listing the certificate, the certificate is trusted and
can therefore be used.

c) A certificate is not valid because the certificate has expired. However, the
user is 100% certain that the certificate is still ‘valid’. By white listing the cer-
tificate and checking the Allow expired checkbox the certificate is trusted and
can therefore be used.
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Note: The CTL should only be used as a “last resort” mechanism when a full
PKI approach is not sufficient.

A certificate can be placed on the CTL by selecting the Add to CTL from the
certificate context menu (see figure 10). Alternatively, a CTL entry can be
added by clicking the Add CTL entry menu item from the CTL page (see fig-
ure 11). A whitelisted entry is shown with the whitelisted icon (figure 12-a) and
a blacklisted entry is shown with the blacklisted icon (figure 12-b).

If a CTL entry is underlined (the first entry in figure 11 is underlined, the
second is not) it means that there is a certificate available in the Certificates
& Keys store associated with the CTL entry. Clicking the underlined CTL en-
try open the certificate details page of the certificate. If the CTL entry is not
underlined, there is no associated certificate available. A CTL entry can be
removed by opening the context menu for the CTL and then select Delete from
the context menu.

M & 8:20am

UTN-USERFirst-Client
Authentication and Email

Add to CTL

Details

Delete

Figure 10: Add to CTL

7 Search certificates

The Search certificates functionality can be used to query external LDAP servers
for certificates (see figure 13). By default two public accessible LDAP servers
are searched: Trustcenter and Verisign.

Certificates can be queried based on name, email or company. The follow-
ing matching rules can be selected: a) Equality; b) Approximate; and ¢) Sub-
string.

Equality With Equality matching, LDAP entries only match if the fields of the
entry are equal to the search fields.

10
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M@ 8:17 am

Certificate Trust List (CTL)

@:
Add CTL entry

Figure 11: CTL

3 e
(a) Whitelisted (b) Blacklisted

Figure 12: CTL status icons

ERMl @ 10:22.am

® Trustcenter

@ Verisign

O &
T =
Add company field Server settings

Figure 13: Search certificates

Approximate With Approximate matching, LDAP entries match if they are
approximately equal to the search fields. The algorithm used for approximate
matching depends on the LDAP server and on the field type.

11
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Substring With Substring matching, LDAP entries only match if the search
fields are a substring of the LDAP entries.

7.1 Import certificates

Newly found certificates can be viewed by clicking the LDAP server entry. Cer-
tificates can be added to the Certificates & Keys store by opening the context
menu for the certificate and select Add to certificate & key store (see figure 14).

AN @ 9:25am

@ Brian Wunderlin

Details

Add to certificate & key store

Figure 14: Add found certificate

7.2 LDAP servers

The list of registered LDAP servers can be viewed by selecting Server settings
from the search certificates page (see figure 13). The LDAP servers page
shows all the LDAP servers that will be queried (see figure 15).

7.2.1 Adding LDAP server

New LDAP servers can be added by selecting Add LDAP server from the menu
(see figure 15). On the LDAP server settings page, the new LDAP settings can
be set (see figure 16). The most relevant LDAP server settings will briefly be
discussed.

Name Every LDAP server must have a unique name. The name is only used
to identify the LDAP server.

Enabled If set, the LDAP server will be queried when searching for certifi-
cates.

12
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M@ 9:48 am

LDAP servers

¢ Verisign
dire

®

Add LDAP server

Figure 15: LDAP servers

M & 9:28

Raw filter:

Figure 16: LDAP server settings

Host The hostname of the LDAP server. This should be a fully qualified do-
main name.

Port The port the LDAP server accepts connection on. The default LDAP
port is 389 (for SSL/TLS it's 636).

Base DN The Base DN is the top level of the LDAP directory tree. The Base
DN is different for every LDAP server. For example the Base DN for Trustcenter

13
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“

is “dc=trustcenter,dc=de” and the Base DN for Verisign is
value).

(i.e. an empty

Seach scope The search scope determines how the LDAP server will be
searched. The required value depends on the LDAP server.

Raw filter The default LDAP query used to search for certificates is build-up
as follows: cn=NAME,mail=EMAIL,0=ORGANIZATION (where NAME, EMAIL
and ORGANIZATION are replaced with the actual value). This is suitable for
most LDAP servers. Sometimes however a different LDAP query is required. A
user configurable LDAP query can be specified with the Raw filter setting. The
Name, Email and Organization parameters are provided as positional parame-
ters.

Example The following LDAP query searches for LDAP entries with name
equal to the given name: (& (givenName=%1$s)

Use SSL If set, the LDAP query will be done via SSL/TLS.
Enable StartTLS If set, the LDAP query will support StartTLS.

Trust all certificates If the LDAP connection is established with SSL/TLS,
the server certificate is checked and if the server certificate is not trusted, the
connection is closed. To skip checking the server certificate, select Trust all
certificates. This can for example be helpful when the LDAP server is using
a self-signed certificate and the user is 100% certain that the LDAP server
connection can be trusted.

Timeouts The Time limit, Connect timeout and Response timeout set the
maximum times the LDAP server can take while handling the query.

Max message size The Max message size setting is a protective measure
to protect DJIGZO for Android against very large LDAP server responses. If
the LDAP server returns more data than the Max message size, the data is
dropped.

8 Composing email

With the Compose message page, a new message can be created and sent.
Before a message can be created, the following prerequisites are required:

» Account must be set.
e The SMTP host must be set

+ The signing certificate must be set.

14
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Note: If one of these requirements is not fulfilled, a warning will be shown.

On the Compose message page a message can be created and attachments
added (see figure 17). The message can be saved as a draft or as a template
(encrypted with your personal certificate) using the Save draft and Save as
template menu items.

Sent with Djigzo for Android.

X &£ =

Add Cc Attach file  Send message

& B 0O

Load draft Save draft More

Figure 17: Compose message

8.1 Signing the message

When the Sign checkbox is checked, the message will be digitally signed with
your signing certificate when the message is sent. Because signing a message
requires access to a private key, the key store password must be provided when
the password is not cached (see figure 18).

8.2 Encrypting the message

When the Encrypt checkbox is checked, the message will be encrypted with
the certificates of the recipients. Only valid certificates with a matching email
address (i.e., the certificate email address matches the recipients address), are
used. The message will be encrypted with the users personal certificate (i.e,
your signing certificate) to make sure the user is able to open the encrypted
message.

If a certificate for a recipient cannot be found in the Certificates & Keys
store, a warning message will be shown asking whether the LDAP servers
should be searched for any certificates (see figure 19). If Yes is selected, the
Search certificates page (see section 7) will be shown with a preconfigured
email address.

15



8.3 Bcc to self 8 COMPOSING EMAIL

M@ 1:01em

{(n) Enter the Key Store
password

Password

Figure 18: Key store password

RN &® 1:15em

A\ Certificate missing

A valid certificate for
martijn@djigzo.com is not

available. Would you like to
search for the certificate?

Figure 19: Missing certificate

8.3 Bcc to self

If the Bcece to self checkbox is checked, a blind copy (bcc) of the email will
also be sent to the bcc email address (see Account settings for the Bcc email
address).

Note: If DJIGZO for Android is used with Gmail and outgoing email is relayed
via the Gmail SMTP servers, there is no need in sending a Bcc to self since
Gmail stores all sent email in the Sent folder.

16
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8.4 Attachments

Attachments can be added by selecting Attach file. A File chooser activity
allows a file to be selected (see figure 20). The attachment can be removed or
opened (see figure 21). When an attachment is opened, the available system
handler for the attachment will be opened to view the attachment.

AN @ 2:16em

 File chooser

/mnt/sdcard
LI

m [ OST.DIR

®mdjigzo

= My Certificate.eml

@ android_wrench.png
Bsecure_e_mail.pdf

@ smime_for_android.doc
#testCertificates.p12

B windows-xp-al...ediates.p7b

Figure 20: File chooser

NI & 2:19em

UE"T to self M':‘ gn ME"I""}:’:'IT

martijn@djigzo.com

The document

The attachment will be encrypted
as well |

Sent with Djigzo for Android.
Please excuse my brevity.

) Open || Remove

Figure 21: Attachment
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8.5 Drafts & Templates

When a message is created but not yet finished, the message can be saved
as a draft message and later be reopened using the Load draft menu option
(see figure 17). When a draft message is reopened, the compose message
fields are filled with the drafts’s content and the draft message is removed from
“disk”.

If a message is saved as a template, the template can be reused again
and again as the basis of an email message. A message can be saved as
a template with the Save as template menu option and loaded with the Load
template menu option.

8.6 Attach my certificate

With the Attach my certificate menu option, the personal certificate of the user
will be attached to the message. This can be helpful when an external sender
requires the certificate of the user for sending an encrypted email.

Note: A signed message will include the signing certificate. A signed mes-
sage can be used as an alternative way of sending the personal certificate.

9 Opening email

DJIGZO for Android should be used in combination with an existing Android
email client like for example the Google Gmail App or K9 email client since
DJIGZO for Android does not contain a module that can retrieve email.

An S/MIME encrypted email in Gmail will be shown as a normal email with
an smime.p7m attachment (see figure 22). The smime.p7m attachment con-
tains the encrypted message. The encrypted message can be opened by click-
ing the Preview button. The encrypted message will be opened by DJIGZO and
will be decrypted (see figure 23).

The headers of the message and meta information about the security prop-
erties of the message are shown at the top part of the message view (see
figure 23). This message for example is encrypted with 3DES and digitally
signed with a valid and trusted signing certificate issued to the email address
test@example.com.

If a message is signed but the signature is invalid, more detail why the
signature is not valid is provided. For example the signature of the message
shown in figure 24 is invalid because the message was signed with a certificate
which was not authorized by the issuer to sign messages with.

9.1 S/MIME layers

An S/MIME protected message can be protected with multiple levels of protec-
tion. A message can be compressed, then signed, then encrypted and then
signed again. The S/MIME layers view provides the details of every individual
layer.

18
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S/MIME layers

9 OPENING EMAIL

& 10:325m

Google Alert - email encryption
D Inbox

Martijn Bri... ¢
|| martiin@djigzo.com = =

To: djigzo@gmail.com Jul 4
Show details 10:31pm

smime.p7m
§>'\3KB P Preview

Figure 22: Encrypted email

EAMI @ 5:45em

Google Alert - email encryption
rinkers <martijn@djigzo.com>

© signed by: test@example.com
S/MIME layers .2

News
1 new result for email encryption

Is Email encryption good to keep your
emails safe?
o

There are several email "encryption”
technologies from various companies. The
modus cperandi in an email encryption
technalagy is very simple ie 1. The sender
encrypts the email message using a "key" 2. The
"key" is pre-provided to the intended ...

See all stories on this topic »

rf‘:.;‘—"
P

Figure 23: Decrypted email

Using a long click more detailed information about the layer can be viewed.

By long clicking the signature layer, all signing certificates of the layer can be
viewed and by long clicking the encryption layer, information about the encryp-
tion recipients (i.e., with which certificates the layer was encrypted) can be

viewed (see figure 25).

19
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R @ a:47em
" View message
test simple message
testt com
To:t
@ signed by: test@example.com
S/MIME layers .»)

Chain is not valid: Key usage does not allow
digitalSignature or nonRepudiation

nple.com

test

Figure 24: Invalid signature

RN @ 4:28em

(® Encryption recipients

Issuer: C=NL,ST=NH,
L=Amsterdam,CN=MITM Test
CA,E=ca@example.com

Serial:
115FD16008275F2616B8A235D
761FFF

Subj. KeyId:

Encr. Algo:
1.2.840.113549.1.1.1

Issuer: CN=Martijn Brinkers,
E=djigzo@gmail.com

Serial:
130E505302F068F839BE3CD04
349188

Subj. KeyId:

Figure 25: Encryption recipients

9.2 Menu options

The View message page contains options for replying, forwarding, switching
between HTML and text etc. (see figure 26). Some of these menu options will
be briefly discussed.

Toggle text’HTML Sometimes a message contains a text part and an alter-
native HTML part. By default the HTML part will be shown. With the Toggle
text/HTML option, the user can switch between the text part and the HTML
part.

Load external images If the message contains the HTML part and the HTML
part is shown, the HTML might contain references to external images. By de-

20
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Google Alert - email encryption

To:

© signed by: test@example.com
S/MIME layers (=
L]

°®
News
1 new result for email encrvotion
LY (ma)

Toggle text/HTML Load external images
& £
Reply Reply All

Forward More

Figure 26: View message menu options

fault external images are not loaded. By clicking Load external images, the
HTML is reloaded and if there are any external images, the external images
are loaded and shown.

Warning: You should be warned that loading external images can expose
your IP and email address since the external server can detect that an image
has been downloaded. Also note that external images are not part of the signed
content and it’s therefore unclear what part of the message is signed and what
part is not after external images have been downloaded.

Reply & Reply All With Reply and Reply All the Compose message page
is opened with all the relevant fields preconfigured and the original text of the
message added to the reply message.

Note: The original text of the message is only added if the message contains
a text part.

Forward When a message is forwarded, the Compose message page is
opened and the original message is attached as an RFC822 (also known as
eml) attachment.

Toggle headers Sometimes the message contains hidden headers. By click-
ing Toggle headers all the available headers will be shown.

Note: Instead of clicking Toggle headers, the user can also click on the top
part of the header section.

21
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9.3 Importing certificates from email

Certificates attached to an email can be directly imported into the Certificates &
Keys store. For example figure 27 shows a Gmail message containing a single
certificate.

M@ 9:12em
My Certificate
Inbox
djigzo@gm... #| . e
7To: djigzo@gmail.com Jul 4

Show details 9:11pm

Sent with Djigzo for Android. Please excuse my
brevity.

djigzo@gmai...cer
@SJZEB g Preview

[ >

Figure 27: Attached certificate

By clicking the Preview button, the certificate can be directly imported into
DJIGZO'. If the imported certificate contains only a single certificate, the cer-
tificate import page will be opened (see figure 28). If the attachment contains
multiple certificates (for example the attachment is a .p7b file) the general cer-
tificates import page will be opened (see figure 7).

9.4 Importing certificates from signatures

Due to technical reasons, DJIGZO cannot open the complete message if a
message is clear text signed (for an example of a clear signed message see
figure 29). The signature can therefore not be validated?.

To be able to encrypt a message for a recipient, the certificate of the re-
cipient is required. Since a digitally signed message contains the certificate of
the signer, it might be helpful to import the certificates from the signature. The
certificates from the digital signature can be imported by clicking the Preview
button of the smime.p7s attachment. This will open the general certificates im-
port page (see figure 7) with which the certificates can be extracted from the
digital signature and imported.

"The certificate will only be imported if the content-type of the certificate attachment is either
application/x-x509-ca-cert or application/x-x509-user-cert

2the only workaround is to download the message source and open the message with the
Open message option

22



9.5 Importing .pfx files from email 9 OPENING EMAIL

A60861610680C8818FB3CCASEC396D7643F
74F9EOE067DEDOBC4945CEBTADE

More details...

Import certificate

Figure 28: Certificate import

B @ 11:29em
Digitally signed
Martijn Bri... | .
martijn@djigzo.com = 4
To: djigzo@gmail.com Jur'7
Show details 11:28pm

This message is digitally signed.

smime.p7s
= IKB P Preview

Archive Delete ( }

Figure 29: Clear signed message

9.5 Importing .pfx files from email

When a password protected .pfx file (containing private keys) is attached to a
message, the .pfx file can be imported into DJIGZO by clicking Preview of the
.pfx attachment. The Import keys page (see figure 6) can be used to import the

pfx file.

23



10 SETTINGS

10 Settings

The settings page contains links to specific setting pages (see figure 30). All
the individual settings pages will be discussed.

ZA Ml @ 9:08em

email address,

se timeout,

LDAP servers

Add and edit LDA

License keys
The import

General

Figure 30: Settings

10.1 Account

The Account settings page specifies all the settings for the sender (see fig-
ure 31).

Sender The sender email address (i.e., the From of the message). This
should be a valid email address.

Sign The default value of the Sign checkbox of the Compose message page.
If checked, the Sign checbox will be checked by default when the Compose
message page is opened.

Encrypt The default value of the Encrypt checkbox of the Compose message
page. If checked, the Encrypt checbox will be checked by default when the
Compose message page is opened.

24
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M & 0:26 am

djigzo@gmail.com

Select signer...

Figure 31: Account settings

Select signer... The Select signer... button opens the page on which you can
select the signing certificate. The currently selected signing certificate is shown
with a selected radio button on the right hand side of the page (see figure 32).
In most cases there will only be one signing certificate.

ZAM & 9:50em

Figure 32: Signing certificate selection

Note: It is important that the selected signing certificate is a valid certificate.

25



10.2 SMTP 10 SETTINGS

Send Bec The default value of the Bec to self checkbox of the Compose
message page. If checked, the Bcc to self checbox will be checked by default
when the Compose message page is opened.

Add signature line If checked, the signature will be added to the message
when composing a new message.

10.2 SMTP

The SMTP settings are used to setup the outgoing SMTP connection settings
(see figure 33).

EAMI @ 9:26 am

¥ MTP-settmgs

HOS

smtp.gmail.com I
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Figure 33: SMTP settings

Host The outgoing SMTP server host. This should be a fully qualified domain
name.

Port The outgoing SMTP server port. This should be a number between 1
and 65535.

Authenticate If checked, the outgoing connection will use authentication.
Username The username to use for authentication.
Password The password to use for authentication.

Enable StartTLS If checked, StartTLS will be issued if the SMTP server sup-
ports it.
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10.3 S/MIME 10 SETTINGS

StartTLS required If checked, the SMTP connection will only be established
of the SMTP server supports StartTLS.

Enable SSL/TLS if checked, the SMTP connection will be setup with SSL/TLS.

Skip SSL trust check If checked, the SMTP server certificate will not be
checked, i.e., all server certificates will be accepted.

Note: Only enable Skip SSL trust check if it’s impossible to create a trusted
SSL/TLS connection and if you are 100% certain the the SMTP connection can
be trusted.

10.3 S/MIME

The S/MIME algorithms and key strengths for digital signing and encryption
can be set on the S/MIME settings page (see figure 34).

AN @ 9:26 am
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Figure 34: S/IMIME settings

Digest algorithm The Digest algorithm specifies which hashing algorithm
should be used for digital signing of messages.

Encryption algorithm The Encryption algorithm specifies which encryption
algorithm and key strength should be used for encryption.
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10.4 Key Store 10 SETTINGS

Sigh mode A message can be clear text signed and opaque signed. With
clear text signing, the message can be read even when the recipient does not
use an S/MIME capable email client. With opaque signing, the signed message
is encoded. The recipient therefore requires an email client capable of reading
S/MIME email. It's advised to use clear text signing.

Recipient mode The recipient mode determines what method should be
used to identify the encryption recipient. It's advised to use Issuer serial mode.

10.4 Key Store

The Key Store settings are shown in figure 35.

@ 10:28em

Change password...

Figure 35: Key Store settings

Passphrase timeout The number of seconds the key store password is cached.
If the Passphrase timeout is changed by the user, the key store password must
be entered before the timeout will be changed.

Change password... The key store password can be changed by clicking
Change password.... When setting a new password, the old password must be
provided (see figure 36).

Note: The private keys are protected with a secure randomly generated pass-
word. This randomly generated password is encrypted with the Key Store pass-
word. Changing the Key Store password only changes the password with which
the randomly generated password is encrypted.
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10.5 CRL 10 SETTINGS

Tl & 10:325m

@ Select a new key store

password

Figure 36: Change Key Store password

10.5 CRL
The CRL settings are shown in figure 37.

M @ 9:27 am

CRL settings

Total timeout (sec):

Figure 37: CRL settings

Timeouts The Timeout settings set a limit on the maximum time a CRL
download may take.
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10.6 LDAP servers 10 SETTINGS

Max CRL size Sometimes CRLs can be very large in size, often too large to
be handled by an Android application. If a CRL is larger than the max CRL
size, the CRL is skipped.

HTTP enabled If checked, the CRL downloader will support downloading
CRLs via HTTP(S).

LDAP enabled If checked, the CRL downloader will support downloading
CRLs via LDAP(S).

10.6 LDAP servers

The settings for the registered LDAP servers. See section 7.2 for more infor-
mation.

10.7 General

The General settings are shown in figure 38.

M@ 9:29 am

Figure 38: General settings

Maximum outgoing message size If an outgoing message exceeds the
Maximum outgoing message size setting (in KB), the message will not be sent.
The default value 0 means that there is no limit.

Select draft folder... The default folder in which drafts and templates will be
stored can be set by clicking Select draft folder....
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10.7 General 10 SETTINGS

Trust certificate in import When a single certificate is imported, the import
activity can automatically trust the certificate. The certificate should only be
explicitly trusted if the receiver knows with 100% certainty that the certificate
belongs to the sender. Whether or not the Explicitly trust certificate is checked
by default is determined by the setting Trust certificate on import. To make it
less likely that the user explicitly trusts the certificate on import, uncheck the
Trust certificate on import setting.

Debug If checked, detailed debugging information will be written to the An-
droid log file.
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